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Introduction

People recognition system Physiological Physical part of the human body
biometrics e.g. fingerprint, retina

Behavioral Behavioral biometrics : characteristics and behaviors of the human
biometrics e.g. signature, voice

Recognition Specify which user provides a given value among a set of known users

Mu lti-class classification

|dentification

Determines specific known user or is a forgery

Verification S
One-class classification

Verification type Input data : X-Y coordinates

Off-line

Input data : X-Y coordinates + time, pressure, pen-up, azimuth

On-line
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Table 1 List of common features

Related work —vesification process Tistof common features

i Description

1 | Coordinate x(t)

2 | Coordinate y(t)

Preprocessing « Smoothing, rotation, normalization 3 [ Pressure (0

4 | Time stamp

5 | Absolute position, 7(t) = /x2(t) + y2(t)

6 | Velocity in x, v, (t)

7 | Velocity iny, v, (t)

8 | Absolute velocity, v(t) = ,/v,2(t) + v,2(t)

9 | Velocity of r(t), v,.(t)

Feature Extraction

Key steps for verification
 Non-common : DTW(Dynamic time warping), HMM, PCA

10 | Acceleration inx, a,(t)

11 | Accelerationiny, a,(t)

12 | Absolute acceleration, a(t) = ,/a,?(t) + a,2(t)

Classification « Smoothing, rotation, normalization =
» Choosing the best threshold is crucial step

< Genuine signature
£ Skilled forgery signature
= Random forgerv signatures

Figure 2 Example of signature model for each user
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Related work - Literature

Function Based Matching process is done using the time series data points of a signature
Approach « Ex) DTW, HMM
e Complex and slower than Feature based

Feature Based « Matching process is done using descriptive features of a signature

Approach « Ex) PCA
« How to derive good set of features
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Methodology

Deep learning « Learn high-level features = learning unsupervised
discriminative features autonomously

Auto-encoder * Unsupervised learning architecture used to pre-train deep networks
« Sparse autoencoder model can effectively realize feature extraction

Convolution e Locally connected Networks
and pooling « Redundant data have been neglected by picking up random patches of raw data and
convolving them
e images have the “stationarity” property, which implies that features that are useful in one
region are also likely to be useful for other regions.



3. Methodology

7116

Methodology

Auto-encoder « Unsupervised learning architecture used to pre-train deep networks
» Sparse autoencoder model can effectively realize feature extraction

R, Tuea(W.1) = JOW.1) + B3 KL(p]l5),
2 =
X3
X4
Xs
X
Input Features | Output

https://web.stanford.edu/class/cs294a/sparseAutoencoder.pdf

KL(p||p;) = plog £ + (1 = p)log ;=2

KL-divergence is a standard function for
measuring how different two different
distributions are.
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Methodology

Convolution « Redundant data have been neglected by picking up random patches of raw data and

and pooling convolving them
« images have the “stationarity” property, which implies that features that are useful in one

region are also likely to be useful for other regions.

1/11/1/0|0
oj1/1[1lo] [a .
Oxl Oxﬂ 1x1 1 1 !
0/0|1|1|0
0]1]1]0]0 Convolved  Pooled
Image Convolved feature feature
Feature W @ @ @A @A @& @™

) e S

http://deeplearning.stanford.edu/tutorial/ http://colah.github.io/posts/2014-07-Understanding-Convolutions/
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Proposed System

Feature Learning » Features are learned by autoencoder Input Data Input Data Input Data
_ (Train Set) (Test Set)
(Traimn set) \ J
Preprocessing Preprocessing
Classification « One-class classifiers o r 1
| Network, KNN, Support Vector Preprocessing Data
e Neura e WOF / / PP _ Data _ Representation
Data Description (SVDD), Gaussian Representation using Learned
using Learned L Features )
Features
e s ) L Eqahu‘e_ Comparing
Verification « New unknown signatures are compared Fatnins ustis e against Classified
Autoencoder Classification - Data
Feature Learning Classification Verification

Figure 2 proposed system architecture
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Three main phases

Preprocessing o Norma“zing size of the Signature Lout Data Input Data Input Data
« PCA, Whitening P , (Train Set) (Test Set)
(Tram set) \ J
. - Preprocessing
C e Preprocessing €
- . -> -> i
Feature learning Raw date} divide into small patches.
convolution -> mean pooling -> obtain pooled
convolved features Preprocessing (" Data )
) Data Representation
L4 - .
Using spare auto-encoder Representation e Leamed
using Learned ( Features
Features
ificati o . - L 1‘:e_atu1‘e. Comparing
Classification e One-class classifier(Gaussian classifier) catillg using o against Classified
Autoencoder Classification " Data
Feature Learning Classification Verification

Verification « New unknown signatures are compared

Figure 2 proposed system architecture
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Experimental Results

Datasets e« SVC2004, SUSIG, ATVS

SVC2004 100 sets of sign data
Each set 20 genuine, 20 skilled forgeries
Visual : genuine 10, forgery 10 100 users
Blind : genuine 10, forgery 10 100 users
AVMAESKISEY Synthetic database
25 signs from 350 users

Evaluation » ROC curve : x- False positive rate, y- True positive rate

« Equal error rate(EER) : rate at which both false positive and false negative are equal
« AUC curve : Higher value = better separation between target and outlier objects

Actual
0 1
Predicted 0 True Negative False Negative
1 False Positive True Positive
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Table 5 Different online signature verification methods for SVC2004

Experimental Results vevod | R0

Gruber, et al. [22] 6.84

Mohammadi and Faez [13] 6.33
Hidden size : 2000 Barkoula, et al. [9] 533
e [teration : 700 (L-BFGS)

M odel description

. . - Yahvyatabar, et al. [11] 458
e Classifier : Gaussian classifier v — e
. . eung, et al. |25 .
» Feature learning dataset : ATVS (17,500 signatures) ung, etal. (]
« Classification and verification : SVC2004, SUSIG Ansarl, et al. [6] 1.65
Fayyaz, et al. [29] 2.15
Proposed Method 0.83
Table 3 EER Experiment results with different hidden size for SVC2004 and SUSIG AUC le 6 Different online signature verification methods for SUSIG
Iteration 100 200 300 400 500 600 700 700 Method EER (%)
Hiddensize | SVC | SUSIG | SVC | SUSIG | SVC | SUSIG | SVC | SUSIG | SVC | SUSIG | SVC | SUSIG | SVC | SUSIG | | svC | SUSIG Khalil, et al. [30] 3.06
500 17 | 502 | 165 | 494 | 160 | 477 | 160 | 474 | 155 | 457 | 145| 407 | 103 | 323 0993 | 0.988 Napa and Memon [14] -
000 | 125 | 490 | 114 | 457 | 114 | 424 | 108 | 372 | 106 | 372 | 103 | 351 | 103 | 270
0.994 | 09% Kholmatov and Yanikoglu [26] |  2.10
1500 | 125 | 306 | 120 | 291 | 120 | 287 | LIS | 278 | 115 | 256 | 110 | 253 | 105 | 240 0995 | 0991 ;
Ibrahim, et al. [31] 1.59
2000 | 100 | 200 | 093 | 198 |092| 175 [090| 151 | 088 | 126 |085| 102 |08 | 077 n_t;';ua 0.995
n ; Ansari, et al. [6] 123
2500 | 105 | 256 | 100 | 252 | 090 | 239 | 089 | 236 | 080 | 232 077 | 220 || 03] 215 099 | 0.992
3000 | 103 | 267 | 101 | 257 | 098 | 252 | 096 | 241 | 088 | 234 | 088 | 216 | 078 | 205 099 | 0992 Proposed Methed 0.77
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Denoising autoencoder

« Simple idea : destroying information of randomly selected input features; train to restore it.
» 0-masking noise (now called «dropout» noise)

« Will encourage representation that is robust to small perturbations of the input

Lyl(x, 2|
- N

-
- s

-
-

BOROOR—= (00000 [©0000)

[ Dataset SVM,,; | SVM,., DBN-1 SAA-3 DBN-3 SdA-3 (V) | MNIST + Noise
basic 3.03+0.15 | 3.69+0.17 | 3.94+0.17 | 3.46+0.16 | 3.11=0.15 | 2.80+0.14 (10%) | - Rotation
rot 11.1140.28 | 15.4220.32 | 14.69+0.31 | 10.30+0.27 | 10.30+£0.27 | 10.29+0.27 (10%) | - Background random pixel
bg-rand | 14.58+0.31 | 16.62+0.33 | 9.80+0.26 | 11.28+0.28 | 6.73+0.22 | 10.38+£0.27 (40%) | - Background add img
bg-img 22.61+0.37 | 24.01+0.37 | 16.15+0.32 | 23.00+0.37 | 16.31+0.32 | 16.68+0.33 (25%)
rot-bg-img | 55184044 | 56414043 | 52214044 | 51.93+044 | 47.39+0.44 | 44.49+0.44 (25%)

Vincent, Pascal, et al. "Extracting and composing robust features with denoising autoencoders." Proceedings of the 25th international
conference on Machine learning. ACM, 2008.
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